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Summary

System events are messages that are logged as a result of actions performed on the TCR platform. These events are grouped into
categories according to their function. They are used for the following purposes:

e To provide an ongoing record of activities on the TCR platform. System events are immutable, meaning they cannot be
changed after they are created.

e To notify customers or relevant parties of changes to their associated brands, campaigns, and accounts. Events can
appear in the CSP, DCA, or MNO portals. APl users can also subscribe to events via a webhook mechanism in order to be
programmatically notified when an event occurs.

e Toinvoice customers. Since system events can’'t be changed, they can be used for generating invoices. Billable items are
tracked by joining events with defined product SKUs.

“.. Note: For privacy reasons, not all attributes in event payloads are exposed to all parties with visibility. Also, if an attribute that is part of
an event contains no data, then it is not included in the payload.

The contents of this document contains a list of all public system events, organized by category.

Changes in This Document Update:
e Added new CAMPAIGN_SHARE_CHANGED events related to changing a campaign’s pending CNP.

“.. Note: Changes from the previous version of this document are highlighted in yellow.
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Document History

Date Comment Author

7/30/2025 Initial publication. Victor Cardoso

8/7/2025 Added changes for Auth+ 2.0 release and a new attribute in DCA and MNO suspension Victor Cardoso
events.

8/21/2025 Added new system events for the Brand Assets release. Victor Cardoso

10/2/2025 Added new system events for CSP Migration and increased visibility into 2FA operations. | Victor Cardoso

11/13/2025 | Added anew BRAND_EMAIL_2FA__EXPIRED event for Auth+. Victor Cardoso

11/27/2025 | Added events associated with MNO Exclusions. Victor Cardoso
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12/11/2025 | Added events and properties associated with RCS campaigns. A new channelId Victor Cardoso
property in select events will indicate whether it is related to an RCS or 10DLC campaign.

2/19/26 Added information to events associated with 10DLC fallback campaigns for RCS Victor Cardoso
campaigns.

4/13/26 Added rejection categories to payload for CAMPAIGN_SHARE_DELETE. Victor Cardoso

4/30/26 Added CNP payload to the CAMPAIGN_SHARE_DELETE event; also added new Victor Cardoso
BRAND_LIMIT_WARNING and CAMPAIGN_LIMIT_WARNING events.

5/28/26 Updated the CAMPAIGN_EXPIRED event to allow MNO visibility. Victor Cardoso

9/17/26 Added new CSP_CAMPAIGN_SUSPENDED and CSP_CAMPAIGN_UNSUSPENDED Victor Cardoso

events related to CSP campaign suspensions.

10/1/26 Added new CAMPAIGN_SHARE_CHANGED events related to changing a campaign’s Victor Cardoso
pending CNP.
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TCR System Events and Payloads

Brand Category
Event

BRAND_ADD

Category Description

BRAND Triggered When:

e Abrandis successfully created.
Visible To:

e CSPwho initiates the event

Sample Portal Message:

Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",

"description": "Brand B123ABC
"mock": false,
"eventType": "BRAND ADD",

"cspName": "CSP_ X"

e Brand B123ABC (Brand_X) is added

(Brand X) is added",
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Event
BRAND_APPEAL_ADD

Category
BRAND

Description

Triggered When:

o Anidentity verification is appealed.

Visible To:

o CSPwho initiates the event

Sample Portal Message:

o New appeal request raised

Payload Sample:

{

}

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "New appeal request raised",
"mock": false,

"eventType": "BRAND APPEAL ADD",

"cspName": "CSP X"

BRAND_APPEAL_COMPLETE

BRAND

Triggered When:

e Abrand’s identity verification appeal is complete.

Visible To:

o CSPwhoinitiates the event
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Event Category Description

Sample Portal Message:

o Appeal request received an update

Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Appeal request received an update",
"mock": false,

"eventType": "BRAND APPEAL COMPLETE",

"cspName": "CSP X"

BRAND ASSET ADD BRAND Triggered When:

e Abrand asset passes initial validation and appears on the
Brand Details page.
Visible To:
e CSP who manages the brand.
Sample Portal Message:
e <asset type> asset (Asset_A) added for brand B123ABC
(Brand_X)
Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",
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Event Category Description

"description": "<asset type> asset (Asset A)
added for brand B123ABC (Brand X)",
"mock": false,

"eventType": "BRAND ASSET ADD",

"assetName": "Asset:A", -
"cspName": "CSP X"

}

BRAND_ASSET APPEAL ADD BRAND Triggered When:
e An appealis submitted for a brand asset that fails
verification.
Visible To:

e CSP who manages the brand.
Sample Portal Message:
e New appeal request raised for <asset type> asset
(Asset_A)
Payload Sample:

{
"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "New appeal request raised for

<asset type> asset (Asset A)",
"mock": false,
"eventType": "BRAND ASSET APPEAL ADD",
"assetName": "Asset A",
"cspName": "CSP X"
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Event

BRAND_ASSET_APPEAL_COMPLETE

Category
BRAND

Description

Triggered When:

e The appeal process for a brand asset is complete.
Visible To:

e CSP who manages the brand.
Sample Portal Message:

e Appeal request received an update for <asset type>
asset (Asset_A)
Payload Sample:
{
"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",
"description": "Appeal request received an
update for <asset type> asset (Asset A)",
"mock": false,
"eventType": "BRAND ASSET APPEAL COMPLETE",
"assetName": "Asset A",
"cspName": "CSP X"
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Event

BRAND_ASSET_DELETE

Category
BRAND

Description

Triggered When:

e Abrand asset is deleted.

Visible To:

e CSP who manages the brand.

Sample Portal Message:

e <asset type> asset (Asset_A) deleted for brand B123ABC
(Brand_X)

Payload Sample:

{

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "<asset type> asset (Asset A)

deleted for brand B123ABC (Brand X)",

"mock": false,

"eventType": "BRAND ASSET DELETE",
"assetName": "Asset A",

"cspName": "CSP_X"

BRAND_ASSET_EXPIRED

BRAND

Triggered When:

e Abrand asset reaches the expiration date set by the EVP.

Visible To:

e CSP who manages the brand.

Sample Portal Message:

e Vetting provider (Provider_A) expired asset verification
for <asset type> asset (Asset_A)

Payload Sample:

{

"cspId": "S123ABC",
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Event

Category

Description

"brandName": "Brand X",

"brandReferenceId": "Unique Brand Reference ID",

"brandId": "B123ABC",

"description": "Vetting provider (Provider A)
expired asset verification for <asset type> asset
(Asset A)",

"mock": false,

"evpName": "Provider A",

"eventType": "BRAND ASSET EXPIRED",

"evpId": "PROVIDER A",

"assetName": "Asset A",

"cspName": "CSP X"

BRAND_ASSET_RE_VERIFICATION_ADD

BRAND

Triggered When:
e Abrand asset that was previously submitted for
verification is submitted again.
Visible To:
e CSP who manages the brand.
Sample Portal Message:
e <asset type> asset (Asset_A) submitted for
re-verification with vetting provider (Provider_A)
Payload Sample:

{
"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "<asset type> asset (Asset A)

submitted for re-verification with vetting provider
(Provider A)",
"mock": false,
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Event Category Description

"evpName": "Provider A",
"eventType": "BRAND ASSET RE VERIFICATION ADD",
"evpId": "PROVIDER A",
"assetName": "Asset A",
"cspName": "CSP_X"

}

BRAND_ASSET UNVERIFIED BRAND Triggered When:
e Abrand asset fails verification by the EVP.
Visible To:

e CSP who manages the brand.
Sample Portal Message:

e Vetting provider (Provider_A) updated vetting report
properties (vettingStatus) for <asset type> asset
(Asset_A)

Payload Sample:

{
"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "Vetting provider (Provider A)

updated vetting report properties (vettingStatus)
for <asset type> asset (Asset A)",
"mock": false,

"evpName": "Provider A",
"eventType": "BRAND ASSET UNVERIFIED",
"evpId": "PROVIDER A",

"assetName": "Asset A",
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Event Category Description
"cspName": "CSP_X"
}
BRAND_ASSET_VERIFICATION_ADD BRAND Triggered When:
e Abrand asset is initially submitted to an EVP for
verification.
Visible To:

e CSP who manages the brand.
Sample Portal Message:
e <asset type> asset (Asset_A) submitted for verification
with vetting provider (Provider_X)
Payload Sample:

{
"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "<asset type> asset (Asset A)

submitted for verification with vetting provider
(Provider X)",
"mock": false,

"evpName": "Provider X",

"eventType": "BRAND ASSET VERIFICATION ADD",
"evpId": "PROVIDER X",

"assetName": "Asset A",

"cspName": "CSP_X"
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Event Category Description
BRAND_ASSET VERIFIED BRAND Triggered When:
e Abrand asset passes verification by the EVP.
Visible To:

e CSP who manages the brand.
Sample Portal Message:

e Vetting provider (Provider_A) updated vetting report
properties (vettedDate, vettingStatus) for <asset type>
asset (Asset_A)

Payload Sample:

{
"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "Vetting provider (Provider A)

updated vetting report properties (vettedDate,
vettingStatus) for <asset type> asset (Asset A)",
"mock": false,

"evpName": "Provider A",
"eventType": "BRAND ASSET VERIFIED",
"evpId": "PROVIDER A",

"assetName": "Asset A",

"cspName": "CSP_X"
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Event

BRAND_CSP_MIGRATION_COMPLETE

Category
BRAND

Description

Triggered When:
e Brand migration is complete.
Visible To:
e New CSP and old CSP
Notes:
e Thisis abillable event.
Sample Portal Message:
e S123ABC was assigned as new CSP of Brand
B123ABZ (Brand_X)
Payload Sample:
{
"brandName":"Brand X",
"brandId":"B123ABC",
"description":"S123ABC was assigned as new
CSP of Brand B123ABZ (Brand X)",
"mock":false,
"eventType":"BRAND CSP MIGRATION COMPLETE",
}

BRAND_DELETE

BRAND

Triggered When:
e Abrand is successfully deleted.
Visible To:

e CSPwhoinitiates the event
o MNOs where the campaign is submitted
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Event

Category

Description

Sample Portal Message:
e Brand B123ABC (Brand_X) is deleted
Payload Sample:

{
"cspId": "S123ABC",

"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
"description": "Brand B123ABC (Brand X) is deleted",
"mock": false,
"eventType": "BRAND DELETE",
"cspName": "CSP Z"
}

BRAND_EMAIL_2FA _CLICK

BRAND

Triggered When:

e Abrand contact clicks on an Auth+ verification link. This
event is sent to TCR by the vetting partner, which is then
passed on to the CSP.

Visible To:
e CSP who manages the brand
Sample Portal Message:
e Brand B123ABC (Brand_X) clicks the 2FA verification link

Payload Sample:
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Event

Category

Description

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Brand B123ABC (Brand X) clicks the
2FA verification link",

"mock": false,

"eventType": "BRAND EMAIL 2FA CLICK",

"cspName": "CSP Z"
}

BRAND_EMAIL_2FA_COMPLETE

BRAND

This event is now retired with the Auth+ 2.0 release. Instead, the
BRAND AUTHPLUS VERIFICATION
COMPLETE event will signal when Auth+ verification is complete.

BRAND_EMAIL_2FA_ HARDBOUNCED

BRAND

Triggered When:

e The 2FA PIN email gets hard bounced by the receiver’s
brand contact email address.

Visible To:

e CSP who manages the brand
Sample Portal Message:

e The 2FA email was hard bounced
Payload Sample:

{
"brandId": "BPRTR6D",
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Event Category Description

"brandName": "Marqgq",

"cspId": "SONMC88",

"cspName": "GoGreen",

"description": "The 2FA email was hard bounced",
"eventType": "BRAND EMAIL 2FA HARDBOUNCED",
"brandReferenceId": null,

"mock": false

}

BRAND_EMAIL_2FA_INCORRECT BRAND Triggered When:

e Aninvalid PIN is used for verification.
Visible To:

e CSP who manages the brand
Sample Portal Message:

e The 2FA pin was submitted incorrectly

Payload Sample:

"brandId": "B123ABC",

"brandName": "Brand X",

"cspId": "S123ABC",

"cspName": "CSP 7",

"description": "The 2FA pin was submitted
incorrectly",

"eventType": "BRAND EMAIL 2FA INCORRECT",

"brandReferenceId": null,
"mock": false
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Event Category Description

}

BRAND_EMAIL_2FA_OPEN BRAND Triggered When:

e Abrand contact opens an Auth+ 2FA email. This event is
sent to TCR via an external email provider which is then
passed on to the CSP.

Visible To:
e CSP who manages the brand
Sample Portal Message:

e The 2FA email is opened by brand B123ABC (2FA resend
feature)

Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
"description": "The 2FA email is opened by brand
B123ABC (2FA resend feature)",
"mock": false,
"eventType": "BRAND EMAIL 2FA OPEN",
"cspName": "CSP X"
}

BRAND_EMAIL_2FA_REISSUED BRAND Triggered When:
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Event Category Description

e A 2FAPINisre-sent. When a new 2FA PIN is issued, the
old PIN is no longer valid.

Visible To:

e CSPwho initiates the event
Sample Portal Message:

e The 2FA pin was re-issued
Payload Sample:

{
"brandId": "B123ABC",
"brandName": "Brand X",
"cspId": "S123ABC",
"cspName": "CSP A",
"description": "The 2FA pin was re-issued",
"eventType": "BRAND EMAIL 2FA REISSUED",
"brandReferenceId": null,
"mock": false

}

BRAND_EMAIL_2FA _SEND BRAND Triggered When:

e Abrand’s Auth+ 2FA email is sent to the brand business
contact. This event is sent to TCR via an external email
provider and passed on to the CSP.

Visible To:




TCR System Events Reference: Product Guide

Page 20 of 105

Event

Category

Description

e CSPwhoinitiates the event
Sample Portal Message:

e The 2FA email is sent to brand B123ABC (2FA resend
feature)

Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
"description": "The 2FA email is sent to brand
B123ABC (2FA resend feature)",
"mock": false,
"eventType": "BRAND EMAIL 2FA SEND",
"cspName": "CSP X"
}

BRAND_EMAIL_2FA_UNDELIVERABLE

BRAND

Triggered When:

e The 2FA PIN email is undeliverable to the receiver’s
business contact email address.

Visible To:
e CSPwhoinitiates the event

Sample Portal Message:
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Event

Category

Description

e The 2FA email was undeliverable
Payload Sample:

{
"brandId": "B123ABC",
"brandName": "Brand X",
"cspId": "S123ABC",
"cspName": "GoGreen",
"description": "The 2FA email was undeliverable",
"eventType": "BRAND_EMAIL_2 FA UNDELIVERABLE",
"brandReferenceId": null,
"mock": false

}

BRAND_IDENTITY_STATUS_UPDATE

BRAND

Triggered When:

e Abrand’s identity status changes. This can occur as a result
of theinitial identity verification or following an appeal. It
can also occur when a brand’s key identity fields are
updated, resulting in the brand’s status changing to
UNVERIFIED.

Visible To:
e CSPwhoinitiates the event
Sample Portal Message:

e Brand B123ABC (Brand_X) identity status updated from
null to VERIFIED
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Event Category Description

Payload Sample:

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Brand B123ABC (Brand X) identity
status updated from null to VERIFIED",

"mock": true,

"brandIdentityStatus": "VERIFIED",
"eventType": "BRAND IDENTITY STATUS UPDATE",
"cspName": "CSP Z"
}
BRAND_IDENTITY_VET_UPDATE BRAND Triggered When:

e Abrand’s identity verification fails.
Visible To:
e CSPwho initiates the event
Sample Portal Message:
e Brand B123ABC (Brand_X) identity failed
Payload Sample:
"cspId": "S123ABC",

"brandName": "Brand X",
"brandReferenceId": null,
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Event Category Description

"brandId": "B123ABC",
"description": "Brand B123ABC (Brand X) identity

failed",
"identityOutcome": "FAIL",
"mock": false,
"eventType": "BRAND IDENTITY VET UPDATE",
"cspName": "CSP_ 2"

}

BRAND_MOCK_OTP BRAND Triggered When:

e A mock brand requests a mock SMS OTP pin. Only used by

mock Sole Proprietor entities.
Visible To:
e CSPwhoinitiates the event

Sample Portal Message:

e Mock OTP Pin (026397) generated for mock Brand

B123ABC (Brand_Y)

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": "cquqgd",
"brandId": "B123ABC",
"description": "Mock OTP Pin

mock Brand B123ABC (Brand Y)",
"mock": true,

(026397) generated for
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Event

Category

Description

"otpPin": "026397",
"eventType": "BRAND MOCK OTP",
"cspName": "CSP_ 2"

}

BRAND_OTP_VERIFIED

BRAND

Triggered When:

e ASole Proprietor brand successfully verifies its OTP code.
Visible To:

e CSP who manages the brand
Sample Portal Message:

e Brand B123ABC (Brand_Y) passed OTP verification

Payload Sample:

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": "wxkkb",

"brandId": "B123ABC",

"description": "Brand B123ABC (Brand Y) passed OTP
verification",

"mock": true,

"eventType": "BRAND OTP VERIFIED",

"cspName": "CSP Z"
}

BRAND_REVET

BRAND

Triggered When:
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Event

Category

Description

e Abrandrevetrequestis complete.
Visible To:

e CSPwho initiates the event
Sample Portal Message:

e Brand B123ABC (Brand_X) was revetted
Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
"description": "Brand B123ABC (Brand X) was
revetted",
"mock": false,
"eventType": "BRAND REVET",
"cspName": "CSP_ 2"
}

BRAND_UPDATE

BRAND

Triggered When:
e A CSPupdates abrand’s identity properties.
Visible To:

e CSPwho initiates the event
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Event

Category

Description

Sample Portal Message:

e Brand B123ABC (Brand_X) properties(companyName)
were updated

Payload Sample:

{

"cspId": "S123ABC",

"brandName": "Brand X",
"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Brand B123ABC (Brand X)

properties (companyName) were updated",

}

"mock": false,
"eventType": "BRAND UPDATE",
"cspName": "CSP X"

CAMPAIGN_LIMIT_WARNING

BRAND

Triggered When:

e Abrand reaches approximately 80% of their maximum
allowed campaigns. This event will be triggered each time a
brand passes the threshold.

Visible To:

e CSP who owns the account

Sample Portal Message:

e Campaigns per brand has exceeded 80% of total limit
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Event Category Description
Payload Sample:
{
"brandId": "B123ABC",
"brandName": "Brand X",
"cspId": "S123ABC",
"cspName": "CSP X",
"description": "Campaigns per brand exceeded 80%
of total limit",
"eventType": "CAMPAIGN LIMIT WARNING",
"brandReferencelId": null,
"mock": false
}
MNO_RECEIVED_BRAND_UPDATE BRAND Triggered When:
e T-Mobile receives an update of brand attributes via the
SDG.
Visible To:

e Primary or Secondary DCA in the connectivity chain with a
connection to T-Mobile

Notes:

o Allows DCAs to get notified via webhook when a brand is
successfully registered on the T-Mobile SDG.

Sample Portal Message:

e MNO T-Mobile has accepted brand B123ABC update
event
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Event

Category

Description
Payload Sample:
{
"cspId": "S123ABC",
"dcald": "DCA X",
"brandName": "Brand X",
"mnoName": "T-Mobile",
"campaignId": "CSHPEUH",
"dcaName": "DCA X",

"brandId": "B123ABC",

"description":

B123ABC update event",
"mnoId": 10035,

"eventType":

"MNO RECEIVED BRAND UPDATE",

"cspName": "CSP_Z"

"MNO T-Mobile has accepted brand
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Campaign Category

CAMPAIGN_ADD

Event

Category
CAMPAIGN

Description

Triggered When:

e A campaign is successfully created or when the CSP user
associates an existing 10DLC campaign as a fallback to an
RCS campaign.

Visible To:
e CSPwhoinitiates the event
Sample Portal Message:

e Campaign C123ABC for brand B123ABC (Brand_X) is
provisioned in the registry

Payload Sample:
{
"cspId": "S123ABC",
"brandName": "Brand X",
"campaignId": "C123ABC",
"brandReferenceId": null,
"channelId": "RCS",
"brandId": "B123ABC",
"description": "Campaign B123ABC for brand B123ABC
(Brand X) is provisioned in the registry",
"mock": false,
"eventType": "CAMPAIGN ADD",
"cspName": "CSP zZ",
"campaignReferenceId": null
"channelId": "10DLC"
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Event

Category

Description

}

CAMPAIGN_BILLED

CAMPAIGN

Triggered When:

e Acampaignis billed. This occurs when a campaign is
created and also when it auto-renews (if applicable).

Visible To:
e CSPwhoinitiates the event
Sample Portal Message:

e Campaign C123ABC for brand B123ABC (Brand_X) is
billed.

Payload Sample:

"cspId": "S123ABC",

"brandName": "Brand X",

"campaignId": "C123ABC",

"brandReferenceId": null,

"channelId": "RCS",

"brandId": "B123ABC",

"description": "Campaign C123ABC for brand B123ABC
(Brand X) is billed.",

"mock": false,

"eventType": "CAMPAIGN BILLED",

"cspName": "CSP Z",

"campaignReferenceId": null
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Event Category Description

CAMPAIGN_CSP_MIGRATION_COMPLETE CAMPAIGN | Triggered When:
e Campaign migration is complete.

Visible To:
e New CSP and old CSP
e AlIDCAs

Sample Portal Message:

e S123ABC was assigned as new CSP of Campaign
C123ABC

Payload Sample:
{
"brandName":"Brand X",
"campaignId":"C123ABC",
"brandId":"B123ABC",
"description":"S123ABC was assigned as new
CSP of Campaign C123ABC",
"mock":false,
"eventType":"CAMPAIGN CSP MIGRATION
COMPLETE",
}

CAMPAIGN_CSP_MIGRATION_PORT OUT | CAMPAIGN | Triggered When:
e The Clear Connectivity Chain option is chosen for

migration. An event is sent when a CNP or DCA is
revoked for a campaign, and is triggered for each
migrating campaign.
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Visible To:

e New CSP and old CSP

e Allrevoked CNPs and DCAs
Sample Portal Message:

e S123ABCrevoked as a CNP for campaign C123ABC,

Reason: BRAND CSP migration
Payload Sample:
{

"campaignId":"C123ABC",

"yid":"S123ABC",

"description":"S123ABC revoked as a CNP for
campaign C123ABC, Reason: BRAND CSP
migration",

"mock":false,

"eventType":"CAMPAIGN CSP MIGRATION
PORT OUT"

}
CAMPAIGN_DCA2_SHARE_ACCEPT CAMPAIGN | Triggered When:
e A Secondary DCA accepts a shared campaign from a
Primary DCA.
Visible To:

e Primary DCA
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e Proxy Connector (if applicable)
Sample Portal Message:
o DCA_Xaccepted DCA_Y's sharing request for campaign
C123ABC
Payload Sample:
{
"proxyConnectorId": "DCA X",
"dcaId": "DCA Y",
"campaignId": "C123ABC",
"dcaName": "DCA Y",
"cnpMigration": false,
"description": "DCA X accepted DCA Y's sharing
request for campaign C1l23ABC",
"eventType": "CAMPAIGN DCAZ SHARE ACCEPT",
"dca2Id": "DCA X”,
"channelId": "RCS"
}
CAMPAIGN_DCA2_SHARE_ADD CAMPAIGN | Triggered When:

e APrimary DCA shares a campaign to a Secondary DCA.

Visible To:

e Secondary DCA who receives the sharing request
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Event

Category

Description

Sample Portal Message:
e DCA _Z shared with DCA_X campaign C123ABC

Payload Sample:

"cspId": "S123ABC",
"dcaId": "DCA X",
"brandName": "Brand X",
"previouslyAccepted": false,
"campaignId": "C123ABC",
"dcaName": "DCA X",
"brandId": "B123ABC",
"cnpMigration": false,
"description": "DCA 7z shared with DCA X campaign
Cl123ABC",
"eventType": "CAMPAIGN DCA2 SHARE ADD",
"cspName": "CSP X",
"channelId":"RCS"
}

CAMPAIGN_DCA2_SHARE_DELETE

CAMPAIGN

Triggered When:
e ASecondary DCA rejects a campaign shared by a Primary
DCA.
Visible To:
e Primary DCA and Secondary DCA that rejected the

campaign
e Proxy Connector (if applicable)
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Event

Category

Description

Sample Portal Message:

e DCA Xdeclined DCA_Z's sharing request for campaign
C123ABC. Explanation: {Additional details provided here.}

Payload Sample:

"cspId": "S123ABC",

"dcaId": "DCA z",

"brandName": "Brand X",

"actorId": "DCA X",

"campaignId": "C123ABC",

"dcaName": "DCA z",

"brandId": "B123ABC",

"cnpMigration": false,

"description": "DCA X declined DCA Z's sharing
request for campaign C123ABC. Explanation: {Additional
details provided here.}",

"eventType": "CAMPAIGN DCA2 SHARE DELETE",

"cspName": "CSP zZ",

"dca2Id": "DCA X",

"channelId":"RCS"

}

CAMPAIGN_DCA_COMPLETE

CAMPAIGN

Triggered When:

o All MNOs selected during campaign creation have been
provisioned by DCAs.
Visible To:

e CSPwho registered the campaign
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Event

Category

Description

e Custom logic (see Notes)
Notes:

Campaigns will only receive this event once.

Only sent to the CSP and CNP (if CNP is part of the
connectivity chain). Primary DCAs will not receive this
event.

Sample Portal Message:

e Campaign DCAs have been fully elected for campaign
C123ABC

CSP Payload Sample:

"brandId": "B123ABC",

"brandName": "Brand X",

"brandReferenceId": null,

"channelId": "RCS",

"campaignId": "C123ABC",

"campaignReferenceId": null,

"cspId": "S123ABC",

"cspName": "CSP Z",

"description": "Campaign DCAs have been fully
elected for campaign C123ABC",

"eventType": "CAMPAIGN DCA COMPLETE",

"mock": false
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Event

Category

Description

CNP Payload Sample (If Applicable):

{

"campaignId": "C123ABC",

"cnpId": "S123ABC",

"description": "Campaign DCAs have been fully
elected for campaign C123ABC",

"mock": false,

"eventType": "CAMPAIGN DCA COMPLETE"
}

CAMPAIGN_DCA_DELETE

CAMPAIGN

Triggered When:

e A DCA removes itself or another DCA from the campaign’s
connectivity chain by reassigning responsibility for an
MNO.

Visible To:
e DCAwhoinitiates the event
Notes:

o IfaDCA hasever accepted a campaign as a Primary or
Secondary DCA, it will always have visibility into the
campaign, even if it is not currently assigned to an MNO.
The only way to truly remove a previously associated DCA
from a campaign is to contact TCR support.
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Event

Category

Description

Sample Portal Message:

e DCA Xrevoked as a DCA to ClearSky for campaign
C123ABC

Payload Sample:

"proxyConnectorId": "DCA W",
"cspId": "S123ABC",
"dcaId": "DCA X",
"brandName": "Brand X",
"mnoName": "ClearSky",
"campaignId": "C123ABC",
"dcaName": "DCA X",
"brandId": "B123ABC",
"description": "DCA X revoked as a DCA to ClearSky
for campaign C123ABC",
"mnoId": 10631,
"eventType": "CAMPAIGN DCA DELETE",
"cspName": "CSP zZ",
"channelId":"RCS"
}

CAMPAIGN_DCA_UPDATE

CAMPAIGN

Triggered When:
o ADCA accepts acampaign.
Visible To:

e DCAwho initiates the event
e Proxy Connector (if applicable)
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Event

Category

Sample Portal Message:

Description

e DCA Xelected as a DCA to ClearSky for campaign

C123ABC

Payload Sample:

"brandName": "Brand

"w
X",

"mnoName": "ClearSky",
"campaignId": "C123ABC",

"description": "DCA

for campaign C123ABRC",

X elected as a DCA to ClearSky

"eventType": "CAMPAIGN DCA UPDATE",

"proxyConnectorId":
"cspId": "S123ABC",
"dcaId": "DCA X",

"actorId": "DCA Y",
"dcaName": "DCA X",

" DCA_X " ,

"brandId": "B123ABC",

"mnoId": 10631,
"cspName": "CSP Z",
"channelId":"RCS"

}

CAMPAIGN_EXPIRED

CAMPAIGN

Triggered When:

e A campaign expires or is deactivated.

Visible To:

e CSPwhoinitiates the event




TCR System Events Reference: Product Guide

Page 40 of 105

Event

Category

Description

All CNPs in the connectivity chain
All DCAs in the connectivity chain
All MNOs in the connectivity chain
All Proxy Connectors

Sample Portal Message:

e Campaign C123ABC for brand B123ABC (Brand_X) is
deactivated

Payload Sample:

"cspId": "S123ABC",

"brandName": "Brand X",

"campaignId": "C123ABC",

"brandReferenceId": null,

"channelId": "RCS",

"brandId": "B123ABC",

"description": "Campaign C123ABC for brand B123ABC
(Brand X) is deactivated",

"mock": false,

"eventType": "CAMPAIGN EXPIRED",

"cspName": "CSP Z",

"campaignReferenceId": null

}

CAMPAIGN_MNO_EXCLUDED

CAMPAIGN

Triggered When:

o AnMNO is excluded from a campaign by a primary or
secondary DCA.
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Event

Category

Description
Visible To:
e CSP who manages the campaign
e AllCNPs in the connectivity chain
e All DCAs in the connectivity chain
e Each excluded MNO

Sample Portal Message:

e DCA excluded {MNO Name} for campaign C123ABC.
Explanation: {Additional details provided here}

Payload Sample:

"cspId": "S123ABC",
"dcaId": "TWILO",

"brandName": "Brand X",
"mnoName": "Verizon Wireless",
"campaignId": "C123ABC",
"dcaName": "DCA Y",

"brandId": "B123ABC",

"cnpMigration": false,

"description": "DCA excluded {MNO Name} for campaign
Cl123ABC. Explanation: {Additional details provided
here}",

"mnoId": 10038,

"eventType": "CAMPAIGN MNO EXCLUDED",

"cspName": "CSP X",

"channelId":"RCS"
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Event Category Description

CAMPAIGN_NUDGE CAMPAIGN | Triggered When:
e A CSP nudges an upstream connectivity partner.
Visible To:

e CSPwhoinitiates the event
o CNP or DCA who receives the nudge

Sample Portal Message:

e CSPnudged DCA2 to REVIEW campaign C123ABC.
Description: {Additional details provided here.}

Payload Sample:
{

"cspId": "S123ABC",

"dcaId": "DCA X",

"brandName": "Brand X",

"nudgeIntent": "REVIEW",

"actorId": "S123ABC",

"campaignId": "C123ABC",

"dcaName": "DCA X",

"brandId": "B123ABC",

"description": "CSP nudged DCA2 to REVIEW campaign
Cl123ABC. Description: {Additional details provided
here.}",

"recipientId": "DCA X",

"eventType": "CAMPAIGN NUDGE",

"cspName": "CSP Z",

"channelId":"RCS"
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Event

CAMPAIGN_PROXY_CONNECTOR_ADD

Category
CAMPAIGN

Description

Triggered When:
e A Proxy Connector is added to the connectivity chain.
Visible To:

e DCAwho initiates the event
e Proxy Connector

Sample Portal Message:

e DCA Y elected DCA_Z as proxy connector for campaign
C123ABC on AT&T network

Payload Sample:
{
"brandName": "Brand X",
"mnoName": "AT&T",
"campaignId": "C123ABC",
"description": "DCA Y elected DCA 7Z as proxy
connector for campaign C123ABC on AT&T network",
"eventType": "CAMPAIGN PROXY CONNECTOR ADD",
"proxyConnectorId": "DCA 7",
"cspId": "S123ABC",
"dcaId": "DCA Y",
"actorId": "DCA Y",
"dcaName": "DCA Y",
"brandId": "B123ABC",
"mnoId": 10017,
"cspName": "CSP Z",
"channelId":"RCS"
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Event

CAMPAIGN_PROXY_CONNECTOR_DELETE

Category
CAMPAIGN

Description

Triggered When:

e A Proxy Connector is removed from the provisional
connectivity chain.

Visible To:

e DCAwho initiates the event
e Proxy Connector

Sample Portal Message:

e DCA_Y removed proxy connector DCA_W role from
campaign C123ABC on Verizon Wireless network

Payload Sample:
{
"brandName": "Brand X",
"mnoName": "Verizon Wireless",
"campaignId": "C123ABC",
"description": "DCA Y removed proxy connector DCA W

role from campaign C123ABC on Verizon Wireless
network",

"eventType": "CAMPAIGN PROXY CONNECTOR DELETE",
"proxyConnectorId": "DCA W",

"cspId": "S123ABC",

"dcaId": "DCA Y",

"actorId": "DCA Y",

"dcaName": "DCA Y",

"brandId": "B123ABC",
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"mnoId": 10038,
"cspName": "CSP Z",
"channelId":"RCS"

}

CAMPAIGN_RESUBMISSION CAMPAIGN | Triggered When:
e A campaignis resubmitted to either:

o Add an MNO to a campaign
o Getthe latest carrier throughput terms
Visible To:
e CSPwhoinitiates the event
e Primary DCA in the connectivity chain
e AllCNPsin the connectivity chain

Sample Portal Message:
e Campaign(C123ABC) of Brand(B123ABC) was
re-submitted to MNO(AT&T).

Payload Sample:

{
"brandName": "Brand X",
"mnoName": "AT&T",

"campaignId": "C123ABC",
"brandReferenceId": null,
"channelId": "RCS",

"description": "Campaign (C123ABC) of Brand (B123ABC)
was re-submitted to MNO (AT&T) .",
"eventType": "CAMPAIGN_RESUBMI SSION",

"cspId": "S123ABC",
"dcaId": "DCA W",
"dcaName": "DCA W",




TCR System Events Reference: Product Guide

Page 46 of 105

Event

Category

Description

"brandId": "B123ABC",
"mock": false,

"mnoId": 10017,

"cspName": "CSP 2",
"campaignReferenceId": null

}

CAMPAIGN_SHARE_ACCEPT

CAMPAIGN

Triggered When:
e Asharingrequest is accepted by an upstream CNP.
Visible To:
e Immediate downstream CNP in the connectivity chain
Notes:
e [faCSPisthe party that shared the campaign, the CSP will
also receive this event.
Sample Portal Message:
o DCA_W accepted S123ABC's sharing request for
campaign C123ABC
Payload Sample:
{
"campaignId": "C123ABC",
"cnpId": "S123ABC",
"cnpMigration": false,
"description": "DCA W accepted S123ABC's sharing
request for campaign 6123ABC",
"mock": false,
"eventType": "CAMPAIGN SHARE ACCEPT",
"channelId":"RCS" ; -
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Event Category Description
CAMPAIGN_SHARE_ADD CAMPAIGN | Triggered When:

e When acampaignis shared to an upstream CNP.
Visible To:

e Immediate upstream CNP in the connectivity chain
Sample Portal Message:

e S123ABC shared with DCA_Z campaign C123ABC

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
"actorId": "S123ABC",
"previouslyAccepted": false,
"campaignId": "C123ABC",
"cnpId": "DCA z",

"brandId": "B123ABC",
"cnpMigration": false,

"description": "S123ABC shared with DCA 7 campaign
C123ABC",

"eventType": "CAMPAIGN SHARE ADD",

"cspName": "CSP X",

"channelId":"RCS"
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CAMPAIGN_SHARE_CHANGED CAMPAIGN | Triggered When:
e A CSPor CNP re-elects a new connectivity partner.
Visible To:
e CSP/CNP that initiated the change
e Upstream CNP/DCA that was removed
Sample Portal Message:
e CNP changed for campaign C123ABC
Payload Sample:

{
"brandName": "Brand X",
"brandReferenceId": “null”
"campaignId": "C123ABC",
"description": "CNP changed for campaign C123ABC",
"mock": false,
"eventType": "CAMPAIGN SHARE CHANGED",
"campaignReferenceId”: “null”
"channelId":"10DLC"
}

CAMPAIGN_SHARE_DELETE CAMPAIGN | Triggered When:

e Anupstream CNP or DCA declines a campaign sharing
request.
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Event Category Description
Visible To:

e CSPwhoregistered the campaign
All CNPs in the connectivity chain
e DCAwhoinitiates the event

Sample Portal Message:

e DCAZ2 declined sharing request for campaign C123ABC.
Rejection Category:
CAMPAIGN_DESCRIPTION_OR_ATTRIBUTES, OTHER,
DISALLOWED_CONTENT, BRAND_INCONSISTENCIES.
Explanation: {Additional details provided here.}

CSP Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"campaignId": "C123ABC",
"brandReferenceId": null,

"channelId": "10DLC",
"brandId": "B123ABC",

"cnpMigration": false,

"description": "DCA2 declined sharing request for
campaign C123ABC. Rejection Category:
CAMPAIGN DESCRIPTION OR ATTRIBUTES, OTHER,
DISALLOWED CONTENT, BRAND INCONSISTENCIES.
Explanation: {Additional details provided here.}",
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"mock": false,
"eventType": "CAMPAIGN SHARE DELETE",
"cspName": "CSP Z",

"campaignReferenceId": null

CNP Payload Sample:

"campaignId": "C123ABC",

"cnpId": "S123ABC",

"cnpMigration": false,

"description": "DCA2 declined sharing request for
campaign C123ABC. Rejection Category:
CAMPAIGN DESCRIPTION OR ATTRIBUTES, OTHER,
DISALLOWED CONTENT, BRAND INCONSISTENCIES.
Explanation: {Additional details provided here.}"",

"mock": false,

"eventType": "CAMPAIGN_SHARE_DELETE",
"channelId": "10DLC"
}
CAMPAIGN_UPDATE CAMPAIGN | Triggered When:

e A campaign’s properties are updated, including when
associating, updating, removing, deactivating, or expiring
an existing 10DLC fallback campaign on an existing RCS
campaign.
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Event Category Description
Visible To:
e CSPwhoregistered the campaign
e All CNPs in the connectivity chain
e All DCAs in the connectivity chain
e Al MNOs in the connectivity chain

Notes:
e Sent when acampaign’s property is changed.
Sample Portal Message:

e Campaign C123ABC for brand B123ABC (Brand_X)
properties(description, samplel, sample2, sample3,
sample4, sample5, messageFlow, helpMessage,
optinMessage, optoutMessage) were updated

Payload Sample:

"campaignId": "C123ABC",

"cnpId": "S123ABC",

"description": "Campaign C123ABC for brand B123ABC
(Brand X) properties (description, samplel, sampleZ,
sample3, sampled4, sampleb, messageFlow, helpMessage,
optinMessage, optoutMessage) were updated",

"mock": false,

"eventType": "CAMPAIGN UPDATE",

"channelId":"RCS"
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Event Category Description
CAMPAIGN_VERIFICATION_ADD CAMPAIGN | Triggered When:
e RCS campaign is submitted to EVP for verification.
Visible To:
e CSP who manages the brand
e AlIDCAs

Sample Portal Message:
e Google agent KTA 123456-1 of Campaign C123ABC
submitted for verification with vetting provider (Aegis
Mobile)

Notes:
e AttributesentityDataand entityValue areonly
visible to DCAs.
Payload Sample
{

"cspId": "S123ABC",

"cspName": "CSP X",

"brandId": "B123ABC",

"brandName": "Brand X",

"brandReferenceId": "KTB 123456-1",

"campaignId": "C123ABC",

"campaignReferenceId": "KTC 123456-3",

"channelId": "RCS",

"evpId": "AEGIS",

"evpName": "Aegis Mobile",

"description": "Google agent KTA 123456-1 of
Campaign C123456 submitted for verification with
vetting provider (Aegis Mobile)",

"mock": false,

"eventType": "CAMPAIGN VERIFICATION ADD",

"vettingId": "###",
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"mnos": "10017,10035,10038",
"entityData": "AGENT ID",
"entityValue": "KTA 123456-1"
}
CAMPAIGN_VERIFICATION_ADD_FAILED CAMPAIGN | Triggered When:
e RCS campaign fails verification by the EVP.
Visible To:
e CSP who manages the brand
e AlIDCAs

Sample Portal Message:
e Automated verification submission failed for Google agent
KTA 123456-1 of Campaign C123ABC
Notes:
e AttributesentityDataand entityValue areonly
visible to DCAs.
Payload Sample

{
"cspId": "S123ABC",

"cspName": "CSP X",
"brandId": "B123ABC",
"brandName": "Brand X",

"brandReferenceId": "KTB 123456-1",

"campaignId": "C123456",

"campaignReferenceId": "KTC 123456-3",

"channelId": "RCS",

"evpId": "AEGIS",

"evpName": "Aegis Mobile",

"description": "Automated verification submission
failed for Google agent KTA 123456-1 of Campaign
C123ABC",
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"mock": false,
"eventType": "CAMPAIGN VERIFICATION ADD FAILED",
"mnos": "10017,10035,10038",
"entityData": "AGENT ID",
"entityValue'": "KTA 123456-1"
}
CAMPAIGN_VERIFICATION_APPEAL_ADD CAMPAIGN | Triggered When:

e Anappealisrequested for an RCS campaign.

Visible To:
e CSP who manages the brand
e AlIDCAs

Sample Portal Message:
e New appeal request raised for verification of Google agent
KTA 123456-1
Notes:
e AttributesentityDataand entityValue areonly
visible to DCAs.
Payload Sample

{
"cspId": "S123ABC",

"cspName": "CSP X",
"brandId": "B123ABC",
"brandName": "Karthik Test Brand",

"brandReferenceId": "KTB 123456-1",
"campaignId": "C123ABC",
"campaignReferenceId": "KTC 123456-3",
"channelId": "RCS",

"evpId": "AEGIS",

"evpName": "Aegis Mobile",
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Event Category Description

"description": "New appeal request raised for
verification of Google agent KTA 123456-1",
"mock": false,
"eventType": "CAMPAIGN VERIFICATION APPEAL ADD",
"vettingId": "###",
"mnos": "10017,10035,10038",
"entityData": "AGENT ID",
"entityValue": "KTA 123456-1"
}

CAMPAIGN_VERIFICATION_APPEAL_COMPLETE | CAMPAIGN | Triggered When:
e Anupdate to an RCS campaign appeal is received.

Visible To:
e CSP who manages the brand
e AlIDCAs

Sample Portal Message:
e Appeal request received an update for verification of
google agent KTA 123456-1
Notes:
e AttributesentityDataand entityValue areonly
visible to DCAs.
Payload Sample

{
"cspId": "S123ABC",

"cspName": "CSP X",
"brandId": "B123ABC",
"brandName": "CSP X",

"brandReferenceId": "KTB 123456-1",
"campaignId": "C123ABC",
"campaignReferenceId": "KTC 123456-3",
"channelId": "RCS",
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Event

Category

"evpId":

Description

"AEGIS",

"evpName": "Aegis Mobile",

"description": "Appeal request received an update

for verification of Google agent KTA 123456-1",

"mock" :

false,

"eventType":
"CAMPAIGN VERIFICATION APPEAL COMPLETE",
"vettingId": "###",

"mnos" :

"10017,10035,10038",

"entityData": "AGENT ID",
"entityValue": "KTA 123456-1"

}

CAMPAIGN_VERIFICATION_COMPLETE

CAMPAIGN

Triggered When:
e RCS campaign passes verification by EVP.

Visible To:

e CSP who manages the brand
e AlIDCAs
Sample Portal Message:
e Google agent KTA 123456-1 of Campaign C123ABC
verification successfully completed

Notes:

e AttributesentityDataand entityValue areonly
visible to DCAs.
Payload Sample

{
"cspId":

"S123ABC",

"cspName": "CSP X",

"brandId": "B123ABC",

"brandName": "Brand X",
"brandReferenceId": "KTB 123456-1",
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"campaignId": "C123ABC",
"campaignReferenceId": "KTC 123456-3",
"channelId": "RCS",
"evpId": "AEGIS",
"evpName": "Aegis Mobile",
"description": "Google agent KTA 123456-1 of
Campaign C123ABC verification successfully completed",
"mock": false,
"eventType": "CAMPAIGN VERIFICATION COMPLETE",
"vettingId": "###",
"mnos": "10017,10035,10038",
"entityData": "AGENT ID",
"entityValue": "KTA 123456-1"
}
CAMPAIGN_VERIFICATION_EXPIRED CAMPAIGN | Triggered When:

e RCScampaign’s verification has expired.
Visible To:
e CSP who manages the brand
e AlIDCAs
Sample Portal Message:
e Google agent KTA 123456-1 of Campaign C123ABC
verification expired
Notes:
e AttributesentityData and entityValue areonly
visible to DCAs.

Payload Sample

{
"cspId": "S123ABC",
"cspName": "CSP X",
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Event Category Description

"brandId": "123ABC",

"brandName": "Brand X",

"brandReferenceId": "KTB 123456-1",

"campaignId": "C123ABC",

"campaignReferenceId": "KTC 123456-3",

"channelId": "RCS",

"evpId": "AEGIS",

"evpName": "Aegis Mobile",

"description": "Google agent KTA 123456-1 of
Campaign C123ABC verification expired",

"mock": false,

"eventType": "CAMPAIGN VERIFICATION EXPIRED",

"vettingId": "###",

"mnos": "10017,10035,10038",

"entityData": "AGENT ID",
"entityValue": "KTA 123456—1"
}
CAMPAIGN_VERIFICATION_FAILED CAMPAIGN | Triggered When:
e RCS campaign fails verification.
Visible To:
e CSP who manages the brand
e AlIDCAs

Sample Portal Message:
o Google agent KTA 123456-1 of Campaign C123ABC
verification failed
Notes:
e AttributesentityDataand entityValue areonly
visible to DCAs.
Payload Sample
{
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Event

Category

Description

"cspId": "S123ABC",

"cspName": "CSP X",

"brandId": "B123ABC",

"brandName": "Brand X",
"brandReferenceId": "KTB 123456-1",
"campaignId": "C123ABC",
"campaignReferenceId": "KTC 123456-3",
"channelId": "RCS",

"evpId": "AEGIS",

"evpName": "Aegis Mobile",

"description": "Google agent KTA 123456-1 of

Campaign C123ABC verification failed",
"mock": false,

"eventType": "CAMPAIGN VERIFICATION FAILED",

"vettingId": "###",

"mnos": "10017,10035,10038",

"entityData": "AGENT ID",

"entityValue": "KTA 123456-1"
}

CNP_MIGRATION_CANCEL

CAMPAIGN

Triggered When:

o A CSP or CNP cancels a CNP migration or the migration

expires after 30 days from initiation.

Visible To:

e CSPwhoinitiates the event
e CNPwhoinitiates the event
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Event

Category

Description

e All parties in the provisional connectivity chain
Notes:

e Sent when the party that initiates the migration cancels it,
or if the migration is not completed within 30 days.

Sample Portal Message:

o CNP migration on campaign C123ABC is cancelled,
Reason: Campaign is deactivated.

Payload Sample:

{

"brandName": "Brand X",

"campaignId": "C123ABC",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "CNP migration on campaign C123ABC is
cancelled, Reason: Campaign is deactivated.",

"mock": false,

"eventType": "CNP_MIGRATION CANCEL",

"campaignReferenceId": null

}

CNP_MIGRATION_COMPLETE

CAMPAIGN

Triggered When:

e A CNP migrationis complete, meaning that the provisional
connectivity chain has all MNOs from the original chain
assigned to a corresponding DCA.
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Event

Category

Description
Visible To:

e CSPwhoinitiated the migration
e CNP who initiated the migration
e All parties in the new connectivity chain

Notes:

e Sent upon completion of the CNP migration.
Sample Portal Message:

o CNP migration on campaign C123ABC is completed

Payload Sample:
{
"brandName": "Brand X",
"campaignId": "C123ABC",
"brandReferenceId": null,
"brandId": "B123ABC",
"description": "CNP migration on campaign C123ABC is
completed",
"mock": false,
"eventType": "CNP_MIGRATION COMPLETE",
"campaignReferenceId": null

}

CNP_MIGRATION_PORT_OUT

CAMPAIGN

Triggered When:

e A CNP migration is complete and a party in the original
connectivity chain loses access to the campaign.
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Event

Category

Description
Visible To:

e CNPsand DCAs that lose access to the campaign as a
result of the CNP migration

Notes:
e Sent upon completion of the CNP migration.
Sample Portal Message:

e DCA _Zrevoked as a DCA for campaign C123ABC, Reason:
CNP migration

Payload Sample:

"brandName": "Brand X",

"campaignId": "C123ABC",

"brandId": "B123ABC",

"description": "DCA Z revoked as a DCA for campaign
C123ABC, Reason: CNP migration",

"eventType": "CNP_MIGRATION PORT OUT"
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CSP_CAMPAIGN_SUSPENDED

CAMPAIGN

Triggered When:
e A CSP suspends acampaign.
Visible To:

CSP who registered the campaign
All CNPs in the connectivity chain
All DCAs in the connectivity chain
All MNOs in the connectivity chain
All EVPs in the connectivity chain

Sample Portal Message:

e Campaign C123ABC suspended by CSP on <MNO
name(s)> network. Suspension Category: <category>.
Details: <explanation>

Payload Sample:

{

"cspId": "S123ABC",

"cspName": "CSP X",

"brandName": "Brand A",

"campaignId": "C123ABC",

"brandId": "B123BC",

"description": "Campaign C123ABC suspended by CSP on
<network name (s)> network. Suspension Category:
<category>. Details: <explanation>",

"eventType": "CSP CAMPAIGN SUSPENDED",

"mnoIds": [<mnoIDs>],

"channelId": "10DLC"
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Event

CSP_CAMPAIGN_UNSUSPENDED

Category
CAMPAIGN

Description

Triggered When:
e A CSPunsuspends a campaign.

Visible To:

CSP who registered the campaign
All CNPs in the connectivity chain
All DCAs in the connectivity chain
All MNOs in the connectivity chain
All EVPs in the connectivity chain

Sample Portal Message:

e Campaign C123ABC suspension lifted on <MNO name(s)>

network by CSP. Details: <explanation>
Payload Sample:

{
"cspId": "S123ABC",
"cspName": "CSP X",
"brandName": "Brand A",
"campaignId": "C123ABC",
"brandId": "B123BC",

"description": "Campaign C123ABC suspension lifted

on <MNO name (s)> network by CSP. Details:
<explanation>",
"eventType": "CSP_CAMPAIGN SUSPENDED",
"mnoIds": [<mnoIDs>],
"channelId": "10DLC"
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Event Category Description
DCA_CAMPAIGN_OPERATION_ACTIVE CAMPAIGN | Triggered When:

e AnRCS campaign is accepted (i.e., when the DCA updates
the MNO Operation Status of the campaign).

Visible To:

e CSP who manages the brand
e AllCNPs in the connectivity chain
e All DCAs in the connectivity chain

Sample Portal Message:

e Campaign C123ABC operation status updated to ACTIVE
on AT&T network. Details: {Additional details provided
here.}

Payload Sample:
{
"cspId": "S123ABC",

"dcaId": "DCA X",

"brandName": "Brand X",

"mnoName": "MNO X",

"campaignId": "C123ABC",

"dcaName": "DCA X",

"brandId": "B123ABC",

"description": "Campaign C123ABC operation status

updated to ACTIVE on AT&T network. Details:
{Additional details provided here.}",
"mnoId": 10017,
"eventType": "DCA CAMPAIGN OPERATION ACTIVE",
"cspName": "CSP X",
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Event Category Description

"channelId": "RCS"
}

DCA_CAMPAIGN_OPERATION_REJECTED CAMPAIGN | Triggered When:

e AnRCS campaignis rejected (i.e., when the DCA updates
the MNO Operation Status of the campaign).

Visible To:

e CSP who manages the brand
e AllCNPsin the connectivity chain
e All DCAs in the connectivity chain

Sample Portal Message:

e Campaign C123ABC operation status updated to
REJECTED on AT&T network. Details: {Additional details
provided here.}

Payload Sample:

{
"cspId": "S123ABC",

"dcaId": "DCA X",

"brandName": "Brand X",

"mnoName": "AT&T",

"campaignId": "C123ABC",

"dcaName": "DCA X",

"brandId": "B123ABC",

"description": "Campaign C123ABC operation status

updated to REJECTED on AT&T network. Details:
{Additional details provided here.}",
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"mnoId": 10017,
"eventType": "DCA CAMPAIGN OPERATION REJECTED",
"cspName": "CSP X,
"channelId": "RCS"

}

DCA_CAMPAIGN_OPERATION_SUSPENDED CAMPAIGN | Triggered When:
e A DCA suspends a campaign on one of its assigned
carriers.
Visible To:

CSP who registered the campaign
All CNPs in the connectivity chain
All DCAs in the connectivity chain
All MNOs

Proxy Connector (if applicable)

Notes:

e If the campaign runs through a Proxy Connector, the Proxy
Connector will not see the suspensionCategory
property in the payload.

Sample Portal Message:

e Campaign C123ABC suspended on AT&T network.
Suspension Category: OTHER. Details: {Additional details
provided here.}

Payload Sample:

{

"cspId": "S123ABC",
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Event Category Description

"brandName": "Brand X",

"mnoName": "AT&T",

"campaignId": "C123ABC",

"brandReferenceId": null,

"channelId": "RCS",

"brandId": "B123ABC",

"description": "Campaign C123ABC suspended on AT&T
network. Suspension Category: OTHER. Details:
{Additional details provided here.}",

"mock": false,

"mnoId": 10017,

"eventType": "DCA CAMPAIGN OPERATION SUSPENDED",

"cspName": "CSP 72",

"campaignReferenceId": null

Payload Sample with Proxy Connector:
{

"proxyConnectorId": "SYNIV",

"cspId": "S123ABC",

"brandName": "Brand X",

"mnoName": "US Cellular",

"campaignId": "C123ABC",

"channelId": "RCS",

"brandId": "B123ABC",

"description": "Campaign C123ABC suspended on US
Cellular network. Suspension Category: OTHER.
Details: test",

"mnoId": 10037,

"eventType": "DCA CAMPAIGN OPERATION SUSPENDED",

"cspName": "CSP Z",
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Event

Category

Description

"suspensionCategory": "CAMPAIGN TO TRAFFIC MISMATCH"
}

DCA_CAMPAIGN_OPERATION_TERMINATED

CAMPAIGN

Triggered When:

e AnRCS campaignis terminated (i.e., when the DCA
updates the MNO Operation Status of the campaign).

Visible To:

e CSP who manages the brand
e AllCNPs in the connectivity chain
e All DCAs in the connectivity chain

Sample Portal Message:

e Campaign C123ABC terminated on AT&T network.
Details: {Additional details}

Payload Sample:

{

"cspId":"S123ABC",

"dcaId":"DCA X",

"brandName":"Brand X",

"mnoName" : "AT&T",

"campaignId":"C123ABC",

"dcaName" :"DCA X",

"brandId":"B123ABC",

"description":"Campaign C123ABC terminated on AT&T
network. Details: test",

"mnoId":10017,

"eventType" :"DCA CAMPAIGN OPERATION TERMINATED",
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Event

Category

"channelId":

}

Description

"RCS"

DCA_CAMPAIGN_OPERATION_UNSUSPENDED

CAMPAIGN

Triggered When:

A DCA unsuspends a campaign on one of its assigned
carriers.

Visible To:

Notes:

CSP who registered the campaign
All CNPs in the connectivity chain
All DCAs in the connectivity chain
All MNOs

Proxy Connector (if applicable)

External vetting provider visibility is customized to
provide AEGIS access to this event.

Sample Portal Message:

Campaign C123ABC suspension lifted on AT&T network.
Details: {Additional details provided here.}

Payload Sample:

{

"cspId":
"brandName" :
"mnoName" :
"campaignId":
"brandReferenceId":
"channelId":
"brandId":

"S123ABC",
"Brand X",
"AT&T",
"C123ABRC",
null,
"RCS",
"B123ARC",
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"description": "Campaign C123ABC suspension lifted
on AT&T network. Details: {Additional details provided
here.}",
"mock": false,
"mnoId": 10017,
"eventType": "DCA CAMPAIGN OPERATION UNSUSPENDED",
"cspName": "CSP Z",
"campaignReferenceId": null
}
MNO_CAMPAIGN_OPERATION_APPROVED CAMPAIGN | Triggered When:

e A campaignis approved by an MNO.
Visible To:

CSP who registered the campaign

All CNPs in the connectivity chain

DCA who initiates the event or the Primary DCA
MNO who initiates the event

Sample Portal Message:

e Campaign C123ABC registered to operate on AT&T
network. Details: {Additional details provided here.}

Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"mnoName": "AT&T",
"campaignId": "C123ABC",
"brandId": "B123ABC",
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Event

Category

Description

"description": "Campaign C123ABC registered to
operate on AT&T network. Details: {Additional details
provided here.}",

"mnoId": 10017,

"eventType": "MNO CAMPAIGN OPERATION APPROVED",

"cspName": "CSP Z",

"channelId":"RCS"

}

MNO_CAMPAIGN_OPERATION_DELETE

CAMPAIGN

Triggered When:
e Anexcluded MNO is deleted from a campaign by the CSP.

Visible To:

CSP who manages the campaign
All CNPs in the connectivity chain
All DCAs in the connectivity chain
Each excluded MNO

Sample Portal Message:

e MNO ({MNO Name}) is removed from campaign
(C123ABC). Details: {Additional details provided here}

Payload Sample:

{

"cspId": "S123ABC",

"mnoName": "Verizon Wireless",

"campaignId": "C123ABC",

"description": "MNO ({MNO Name}) is removed from
campaign (Cl23ABC). Details: {Additional details
provided here}",

"mock": false,

"mnoId": 10038,
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Event Category Description

"eventType": "MNO CAMPAIGN OPERATION DELETE",
"cspName": "CSP X",
"campaignReferenceId": null

}

MNO_CAMPAIGN_OPERATION_REJECTED CAMPAIGN | Triggered When:
e A campaignis rejected by an MNO.
Visible To:
e CSP who registered the campaign
e All CNPs in the connectivity chain
e DCAwho initiates the event or the Primary DCA
e MNO whose network is affected

Sample Portal Message:

e Campaign C123ABC operation status updated to
REJECTED on AT&T network. Details {Additional details
provided here.}

Payload Sample:

"cspId": "S123ABC",

"brandName": "Brand X",

"mnoName": "AT&T",

"campaignId": "C123ABC",

"brandId": "B123ABC",

"description": "Campaign C123ABC operation status
updated to REJECTED on AT&T network. Details:
{Additional details provided here.}",

"mnoId": 10017,

"eventType": "MNO CAMPAIGN OPERATION REJECTED",
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Event Category Description

"cspName": "CSP Z",
"channelId":"RCS"

}

MNO_CAMPAIGN_OPERATION_REVIEW CAMPAIGN | Triggered When:
e Acampaignisinreview on an MNO’s network.
Visible To:

e CSP who registered the campaign
e Primary DCA

o MNO who initiates the event
Sample Portal Message:

e Campaign C123ABC for brand B123ABC (Brand_Z)
submitted to AT&T for review

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
"mnoName": "AT&T",
"campaignId": "C123ABC",
"brandId": "B123ABC",

"description": "Campaign C123ABC for brand B123ABC
(Brand X) submitted to AT&T for review",

"mnoId": 10017,
"eventType": "MNO CAMPAIGN OPERATION REVIEW",
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Event Category Description
"cspName": "CSP Z",
"channelId":"RCS"
}
MNO_CAMPAIGN_OPERATION_SUSPENDED CAMPAIGN | Triggered When:

e An MNO suspends a campaign. This can be triggered
manually or automatically by a brand suspension rule.

Visible To:

CSP who registered the campaign
All CNPs in the connectivity chain
All DCAs in the connectivity chain
All MNOs in the connectivity chain
Proxy Connector

Sample Portal Message:

e Campaign C123ABC suspended on AT&T network.
Suspension Category: OTHER. Details: {Additional details
provided here.}

Payload Sample:

{

"cspId": "S123ABC",

"brandName": "Brand X",

"mnoName": "AT&T",

"campaignId": "C123ABC",

"brandId": "B123ABC",

"description": "Campaign C123ABC suspended on AT&T
network. Details: Campaign C123ABC suspension lifted
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on AT&T network. Suspension Category: OTHER. Details:

{Additional details provided here.}",
"mnoId": 10017,
"eventType": "MNO CAMPAIGN OPERATION SUSPENDED",
"cspName": "CSP X",
"channelId":"RCS"

}

MNO_CAMPAIGN_OPERATION_UNSUSPENDED | CAMPAIGN [ Triggered When:

e An MNO unsuspends a campaign. This can be triggered
manually or automatically by a brand suspension rule.
Visible To:
e CSP who registered the campaign
All CNPs in the connectivity chain
All DCAs in the connectivity chain
All MNOs in the connectivity chain
Proxy Connector (if applicable)

Sample Portal Message:
e Campaign C123ABC suspension lifted on AT&T network.
Details: {Additional details provided here.}

Payload Sample:

{

"cspId": "S123ABC",

"brandName": "Brand X",

"mnoName": "AT&T",

"campaignId": "C123ABC",

"brandId": "B123ABC",

"description": "Campaign C123ABC suspension lifted
on AT&T network. Details: {Additional details provided
here.}",

"mnoId": 10017,
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Category Description

"eventType": "MNO CAMPAIGN OPERATION UNSUSPENDED",
"cspName": "CSP X",
"channelId":"RCS"
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CSP Category

Event Category Description
BRAND_LIMIT_WARNING CSP Triggered When:

e A CSP reaches approximately 80% of their maximum
allowed brands. This event will be triggered each time a
CSP passes the threshold.

Visible To:

e CSP who owns the account
Sample Portal Message:

e Brands per CSP has exceeded 80% of total limit
Payload Sample:

{
"brandId": "B123ABC",

"brandName": "Brand X",

"cspId": "S123ABC",

"cspName": "CSP X",

"description": "Brands per CSP has exceeded 80% of
total limit",

"eventType": "BRAND LIMIT WARNING",

"brandReferenceId": null,
"mock": false

}
CSP_ACTIVE CSP Triggered When:

e ACSPisunsuspendedin TCR.
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Event

Category

Description

Visible To:
e CSP who owns the account
Notes:

e Thisevent is not shown in the CSP portal, but will be
delivered via a webhook to a CSP who subscribes to it.

Payload Sample:

{
"cspId": "S123456",
"eventType": "CSP ACTIVE",
"cspName": "Brand X"

}

CSP_APPROVE

CSP

Triggered When:
e ACSPisapproved and activated for the first time.

Visible To:

e CSP whose account becomes active
Sample Portal Message:
e CSPS123ABC (CSP_Y) account is approved and activated

Payload Sample:
{

"cspId": "S123ABC",

"description": "CSP S123ABC (CSP_Y) account is
approved and activated",
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"mock": false,
"eventType": "CSP_APPROVE",
"cspName": "CSP_Y"
}
CSP_SUSPEND CspP Triggered When:

e A CSP’s account is suspended.
Visible To:

e CSPwho owns the account
Sample Portal Message:

e (CSPS123ABC (CSP_Y) account status is changed to
SUSPEND

Payload Sample:

"cspId": "S123ABC",

"description": "CSP S123ABC (CSP_Y) account status
is changed to SUSPEND",

"mock": false,

"eventType": "CSP_ SUSPEND",

"cspName": "CSP Y"
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Incidence Category

MNO_COMPLAINT

Event

Category
INCIDENCE

Description

Triggered When:

e An MNO submits a complaint against a campaign.

Visible To:

e CSPwho registered the campaign
e Primary DCA in the connectivity chain
e MNO who initiates the event

Sample Portal Message:
e {Complaint message.}
Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand X",
"mnoName": "AT&T",
"campaignId": "C123ABC",
"brandId": "B123ABC",

"description": "{Complaint message.}",

"mnoId": 10017,
"eventType": "MNO COMPLAINT",
"cspName": "CSP_ X"
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Suspension Rule Category
Event

MNO_BRAND_SUSPENSION_RULE_ACTIVE

Category

SUSPENSION
_RULE

Description

Triggered When:
e Asuspensionruleissetto ACTIVE.
Visible To:

MNOs where the campaign is submitted
Custom logic (see Notes)

Notes:

e Mock brands do not qualify for this event. CSPs of actual
brands that match the suspension rule criteria will receive
this event.

e Primary and Secondary DCAs of campaigns that match the
suspension rule criteria will receive this event.

By Brand ID
Sample Portal Message:

e Brand B123ABC is suspended on AT&T network.
Explanation: {Additional details provided here.}

Payload Sample:

{
"brandName": "Brand X",
"suspendedBrandIdentifier": "B123ABC",

"mnoName": "AT&T",
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Event Category Description

"brandId": "B123ABC",

"description": "Brand B123ABC is suspended on AT&T
network. Explanation: {Additional details provided
here.}",

"mnoId": 10017,

"eventType": "MNO BRAND SUSPENSION RULE ACTIVE",

"suspensionCategory": "EXCESSIVE COMPLAINTS"

}
By EIN
Sample Portal Message:
e Universal Ein US_123456789 is suspended on AT&T
network. Explanation: {Additional details provided here.}
Payload Sample:
{

"suspendedBrandIdentifier": "US 123456789",

"mnoName": "AT&T",

"description": "Universal Ein US 123456789 is
suspended on AT&T network. Explanation: {Additional
details provided here.}",

"mnoId": 10017,

"eventType": "MNO BRAND SUSPENSION RULE ACTIVE",

"suspensionCategory": "CONTROLLED SUBSTANCE"

}
MNO_BRAND_SUSPENSION_RULE_INACTIVE SUSPENSION | Triggered When:
_RULE

e Asuspensionruleissetto INACTIVE.
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Event

Category

Description

Visible To:

e MNOs where the campaign is submitted
e Custom logic (see Notes)

Notes:

e Mock brands do not qualify for this event. CSPs of actual
brands that match the suspension rule criteria will receive
this event.

e Primary and Secondary DCAs of campaigns that match the
suspension rule criteria will receive this event.

By Brand ID
Sample Portal Message:

e Brand B123ABC is unsuspended on AT&T network.
Explanation: {Additional details provided here.}

Payload Sample:

"brandName": "Brand X",

"suspendedBrandIdentifier": "B123ABC",

"mnoName": "AT&T",

"brandId": "B123ABC",

"description": "Brand B123ABC is unsuspended on AT&T
network. Explanation: {Additional details provided
here.}",

"mnoId": 10017,

"eventType": "MNO BRAND SUSPENSION RULE INACTIVE",
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Event

Category

Description

"suspensionCategory": "EXCESSIVE COMPLAINTS"

By EIN
Sample Portal Message:

e Universal Ein US_123456789 is unsuspended on AT&T
network. Explanation: {Additional details provided here.}

Payload Sample:

"suspendedBrandIdentifier": "US 123456789",

"mnoName": "AT&T",

"description": "Universal Ein US 123456789 is
unsuspended on AT&T network. Explanation: {Additional
details provided here.}",

"mnoId": 10017,

"eventType": "MNO BRAND SUSPENSION RULE INACTIVE",

"suspensionCategory": "CONTROLLED SUBSTANCE"
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Vetting Category
Event

BRAND_AUTHPLUS_2FA_FAILED

Category
VETTING

Description

Triggered When:

e Brand’s Auth+ 2FA verification process fails (e.g., the
2FA is never completed).

Visible To:
e CSP who manages the brand
Sample Portal Message:
e 2FAverification for brand B123ABC (BrandA) is failed

Payload Sample:

{

"cspId": "S123ABRC",

"brandName": "BrandA",

"brandReferenceId": "Unique Brand
Reference ID",

"brandId": "B123ABC",

"description": "2FA verification for brand
B123ABC (BrandA) is failed",

"mock": false,

"eventType": "BRAND AUTHPLUS 2FA FAILED",
"evpName": "Aegis Mobile",
"evpId": "AEGIS",

"vettingId": "Unique Vetting Id",




TCR System Events Reference: Product Guide

Page 87 of 105

Event

Category

Description

"cspName": "CSPA"
}

BRAND_AUTHPLUS_2FA_VERIFIED

VETTING

Triggered When:

e Brand’s Auth+ 2FA verification process is successful.
Visible To:

e CSPwhoinitiates the event
Sample Portal Message:

e 2FAverification for brand B123ABC (BrandA) is successful

Payload Sample:

"cspId": "S123ABC",

"brandName": "BrandA",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "2FA verification for brand B123ABC

(BrandA) is successful",
"mock": false,
"eventType": "BRAND AUTHPLUS 2FA VERIFIED",
"evpName": "Aegis Mobile",
"evpId": "AEGIS",
"vettingId": "Unique Vetting Id",
"cspName": "CSPA"
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Event

BRAND_AUTHPLUS_DOMAIN_FAILED

Category
VETTING

Description

Triggered When:

e The brand’s web domain cannot be matched with the
brand’sbusinessContactEmail.

Visible To:
e CSPwho initiates the event
Sample Portal Message:
e Domain verification for brand B123ABC (BrandA) is failed

Payload Sample:

"cspId": "S123ABC",

"brandName": "BrandA",

"brandReferenceId": "Unique Brand Reference ID",

"brandId": "B123ABC",

"description": "Domain verification for brand
B123ABC (BrandA)is failed",

"mock": false,

"eventType": "BRAND AUTHPLUS DOMAIN FAILED",

"evpName": "Aegis Mobile",

"evpId": "AEGIS",

"vettingId": "Unique Vetting Id",

"cspName": "CSPA"
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Event

BRAND_AUTHPLUS_DOMAIN_VERIFIED

Category
VETTING

Description

Triggered When:

e The brand’s web domain is successfully verified against
the brand’s businessContactEmail.

Visible To:
e CSPwhoinitiates the event
Sample Portal Message:

e Domain verification for brand B123ABC (BrandA) is
successful

Payload Sample:

"cspId": "S123ABC",

"brandName": "BrandA",

"brandReferenceId": "Unique Brand Reference ID",

"brandId": "B123ABC",

"description": "Domain verification for brand
B123ABC (BrandA) is successful",

"mock": false,

"eventType": "BRAND AUTHPLUS DOMAIN VERIFIED",

"evpName": "Aegis Mobile",

"evpId": "AEGIS",

"vettingId": "Unique Vetting Id",

"cspName": "CSPA"
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Event

BRAND_AUTHPLUS_RE_VERIFICATION_ADD

Category
VETTING

Description

Triggered When:

Brand is submitted again after the first Auth+
verification. This could be the result of a failed Auth+
vet, or if the brand’s identity information is changed
(e.g., updating the businessContactEmail).

Visible To:

CSP who initiates the event

Sample Portal Message:

Brand B123ABC (BrandA) submitted for auth+
re-verification

Payload Sample:

{

"cspId": "S123ABRC",
"brandName": "BrandA",

"brandReferenceId": "Unique Brand

Reference ID",

"brandId": "B123ABC",
"description": "Brand B123ABC (BrandA)

submitted for auth+ re-verification",

"mock": false,
"eventType":

"BRAND AUTHPLUS RE VERIFICATION ADD",

"evpName": "Aegis Mobile",
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"evpId": "AEGIS",
"vettingId": "Unique Vetting Id",
"cspName": "CSPA"

}

BRAND AUTHPLUS VERIFICATION_ADD ([VETTING Triggered When:
e Brand isinitially submitted for Auth+ verification.
Visible To:

e CSPwhoinitiates the event

Sample Portal Message:

e Brand B123ABC (BrandA) submitted for auth+ verification

Payload Sample:

{
"cspId":

"brandName" :
"brandReferenceId":

"brandId":

"description":

for
"mock" :

"eventType'

"evpName" :
"evpId":

"cspName":

"S123ABC",

"BrandA",
"Unique Brand Reference ID",
"B123ABC",

"Brand B123ABC (BrandA) submitted

auth+ verification",
false,
L "BRAND_AUTHPLUS_VERIFICATION_ADD",

"Aegis Mobile",

"AEGIS",
"vettingId":

"Unique Vetting Id",
HCSPA"
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Event

BRAND_AUTHPLUS_VERIFICATION_
APPEAL_ADD

Category

VETTING

Description

Triggered When:

e Abrand’s Auth+ vetting status is FAILED and a CSP
submits an appeal.

Visible To:
e CSPwho initiates the event
Sample Portal Message:

e New appeal request raised for auth+ verification for brand
B123ABC (BrandA)

Payload Sample:

"cspId": "S123ABC",

"brandName": "BrandA",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "New appeal request raised for

auth+ verification for brand B123ABC (Brandd)",
"mock": false,
"eventType":

"BRAND AUTHPLUS VERIFICATION APPEAL ADD",
"evpName": "Aegis Mobile",
"evpId": "AEGIS",
"vettingId": "Unique Vetting Id",
"cspName": "CSPA"
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Event

BRAND_AUTHPLUS_VERIFICATION_
COMPLETE

Category

VETTING

Description

Triggered When:

e Auth+ verification completed successfully. The Auth+
vetting status will change to ACTIVE.

Visible To:
e CSP who manages the brand
Sample Portal Message:

e Auth+ verification is successfully completed for brand
B123ABC (BrandA)

Payload Sample:

"cspId": "S123ABC",

"brandName": "BrandA",

"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",

"description": "Auth+ verification is successfully

completed for brand B123ABC (BrandA)",
"mock": false,
"eventType":

"BRAND AUTHPLUS VERIFICATION COMPLETE",
"evpName": "Aegis Mobile",
"evpId": "AEGIS",
"vettingId": "Unique Vetting Id",
"cspName": "CSPA"
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Event

BRAND_AUTHPLUS_VERIFICATION_EXPIRED

Category
VETTING

Description

Triggered When:

e Brand’s Auth+ vet reaches its expired date. The Auth+
vetting status will change to EXPIRED.

Visible To:
e CSP who manages the brand
Sample Portal Message:
e Auth+ verification is expired for brand B123ABC (BrandA)

Payload Sample:

"cspId": "S123ABC",
"BrandA",
"brandReferenceId":

"brandId":

"brandName" :
"Unique Brand Reference ID",
"B123ABC",

"description":
brand B123ABC

"Auth+ verification is expired for
(Branda) ",

"mock": false,
"eventType":

"BRAND AUTHPLUS VERIFICATION EXPIRED",

"evpName": "Aegis Mobile",
"evpId": "AEGIS",
"vettingId": "Unique Vetting Id",

"cspName": "CSPA"
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Event Category Description
BRAND_AUTHPLUS_VERIFICATION_FAILED VETTING Triggered When:

e The brand’s Auth+ verification fails. The Auth+ vetting
status will change to FAILED.

Visible To:

e CSP who manages the brand
Sample Portal Message:

e Auth+ verification is failed for brand B123ABC (BrandA)
Payload Sample:

{
"cspId": "S123ABC",

"brandName": "BrandA",
"brandReferenceId": "Unique Brand Reference ID",
"brandId": "B123ABC",
"description": "Auth+ verification is failed for

brand B123ABC (BrandAd)",
"mock": false,
"eventType": "BRAND AUTHPLUS VERIFICATION FAILED",
"evpName": "Aegis Mobile",
"evpId": "AEGIS",
"vettingId": "Unique Vetting Id",
"cspName": "CSPA"

}

BRAND_EMAIL_2FA__EXPIRED VETTING Triggered When:




TCR System Events Reference: Product Guide

Page 96 of 105

Event

Category

Description

e When the issued 2FA PIN expires.
Visible To:

e CSP who manages the brand
Sample Portal Message:

e The 2FA pin was expired
Payload Sample:

{
"cspId": "S123ABC",
"brandName": "Brand A": "###",
"brandId": "B123ABC",
"description": "The 2FA pin was expired",
"mock": false,
"evpName": "Aegis Mobile",
"eventType": "BRAND EMAIL 2FA EXPIRED",
"evpId": "AEGIS",
"vettingId": "###",
"cspName": "CSP X"
}

EVP_REPORT_APPEAL_ADD

VETTING

Triggered When:
e Anexternal vetting appeal is submitted.
Visible To:

e CSPwhoinitiates the event
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Event Category Description

Sample Portal Message:
e New appeal request raised

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
"description": "New appeal request raised",
"mock": false,
"evpName": "Aegis Mobile",
"eventType": "EVP REPORT APPEAL ADD",
"evpId": "AEGIS",
"vettingId": "XXXXXXXXX",
"cspName": "CSP X"

}

EVP_REPORT_APPEAL_COMPLETE VETTING Triggered When:

e Anexternal vetting appeal is complete and a response
returned.

Visible To:
e CSP who manages the brand
Sample Portal Message:

e Appeal request received an update
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Event

Category

Description

Payload Sample:

{

}

"cspId": "S123ABC",

"brandName": "Brand X",
"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Appeal request received an
"mock": false,

"evpName": "Aegis Mobile",

"eventType": "EVP REPORT APPEAL COMPLETE",
"evpId": "AEGIS",

"vettingId": "XXXXXXXXX",

"cspName": "CSP X"

update",

EVP_REPORT_EXPIRE

VETTING

Triggered When:

e An external vetting provider manually expires an external
vet. Can also be triggered when a Political vet expires.

Visible To:

e CSP who manages the brand

Sample Portal Message:

e AEGIS vet for brand B123ABC is expired

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
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Event Category Description

"brandReferenceId": null,
"brandId": "B123ABC",
"description": "AEGIS vet for brand B123ABC is
expired",
"mock": false,
"evpName": "Aegis Mobile",
"eventType": "EVP_REPORT EXPIRE",
"evpId": "AEGIS",
"vettingId": "XXXXXXXXX",
"cspName": "CSP X"
}

EVP_REPORT_EXPRESS_MAIL VETTING Triggered When:

o A CSP chooses Express Mail as a delivery option for a
Political vet.

Visible To:
e CSPwhoinitiates the event
Sample Portal Message:

e Vetting Provider(Aegis Mobile) used express delivery
services for brand B123ABC (Brand_X)

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
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Event Category Description

"description": "Vetting Provider (Aegis Mobile) used
express delivery services for brand B123ABC
(Brand X)",

"mock": false,

"evpName": "Aegis Mobile",

"eventType": "EVP _REPORT EXPRESS MAIL",

"evpId": "AEGIS",

"vettingId": "XXXXXXXXX",

"cspName": "CSP X"
}

EVP_REPORT_FAIL VETTING Triggered When:

e Anexternal vet fails.
Visible To:

e CSPwho manages the brand
Sample Portal Message:

e Vetting Provider(WMC Global) updated vetting report
properties(reasons, fullReport, vettingStatus) for brand
B123ABC (Brand_X)

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
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Event

Category

Description

"description": "Vetting Provider (WMC Global) updated
vetting report properties (reasons, fullReport,
vettingStatus) for brand B123ABC (Brand X)",

"mock": false,

"evpName": "WMC Global",

"eventType": "EVP _REPORT FAIL",

"evpId": "WMC",

"vettingId": "XXXXXXXXX",

"cspName": "CSP X"

}

EVP_REPORT_IMPORT

VETTING

Triggered When:

e A CSPimports an external vet for a brand.
Visible To:

e CSPwho initiates the event
Sample Portal Message:

e Vetting Provider (Campaign Verify) vetting results
imported for brand B123ABC (Brand_X)

Payload Sample:

"cspId": "S123ABC",
"brandName": "Brand X",
"brandReferenceId": null,
"brandId": "B123ABC",
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Event Category Description
"description": "Vetting Provider (Campaign Verify)
vetting results imported for brand B123ABC (Brand X)",
"mock": true,
"evpName": "Campaign Verify",
"eventType": "EVP _REPORT IMPORT",
"evad" : "Cv" p
"vettingId": "cv|1.0|cvmock]|10dlc|XXXXXXXXX",
"cspName": "CSP Z"
}
EVP_REPORT SCORE VETTING Triggered When:

e Anexternal vet returns a score and becomes ACTIVE.
Visible To:

e CSP who manages the brand
Notes:

e Eventhough Political vets do not return a score like other
vets, they will still trigger this event when they become
ACTIVE.

Sample Portal Message:

e Vetting Provider(Aegis Mobile) updated vetting report
properties(vettingToken, score, reasons, fullReport,
vettedDate, vettingStatus) for brand B123ABC (ldentity
Verification)
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Event

Category

Description

Payload Sample:

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Vetting Provider (ARegis Mobile)
updated vetting report properties (vettingToken, score,
reasons, fullReport, vettedDate, vettingStatus) for
brand B123ABC (Identity Verification)",

"mock": false,

"evpName": "Aegis Mobile",

"eventType": "EVP _REPORT SCORE",

"evpId": "AEGIS",

"vettingId": "XXXXXXXXX",

"cspName": "CSP X"

}

EVP_REPORT_UNSCORE

VETTING

Triggered When:

e An external vet moves from PENDING to UNSCORE,
indicating that it has been flagged for further evaluation by
the external vetting provider.

Visible To:
e CSP who manages the brand

Sample Portal Message:
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Event

Category

Description

e \Vetting Provider(Aegis Mobile) updated vetting report
properties(vettingToken, reasons, fullReport,
vettingStatus) for brand B123ABC (Unverified
Government with categories Tax |d and Government)

Payload Sample:

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Vetting Provider (Aegis Mobile)
updated vetting report properties (vettingToken,

reasons, fullReport, vettingStatus) for brand B123ABC

(Unverified Government with categories Tax Id and
Government) ",

"mock": false,

"evpName": "Aegis Mobile",

"eventType": "EVP REPORT UNSCORE",

"evpId": "AEGIS",

"vettingId": "XXXXXXXXX",

"cspName": "CSP X"
}

EVP_REPORT_UPDATE

VETTING

Triggered When:
e An external vet receives an update.

Visible To:
e CSP who manages the brand
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Event Category Description

Sample Portal Message:
e Vetting Provider(Aegis Mobile) updated vetting report
properties(score) for brand B123ABC (Brand_X)

Payload Sample:
{

"cspId": "S123ABC",

"brandName": "Brand X",

"brandReferenceId": null,

"brandId": "B123ABC",

"description": "Vetting Provider (Aegis Mobile)
updated vetting report properties(score) for brand
B123ABC (Brand X)",

"mock": false,

"evpName": "Aegis Mobile",

"eventType": "EVP REPORT UPDATE",

"evpId": "AEGIS",

"vettingId": "XXXXXXXXX",

"cspName": "CSP X"
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